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QaoJt.Caapbell ,60235/onJ 



1* Tbs fourth mating of ths JBA Claaaificatloa Advisory Pans! was called to 
1 ty CoX. Goo. E. Campbell, Adjutant Oemral, at 1300, 12 February 1954, In 
19*232. Ths following won pre se n t i 

Col, Ooo. Bo Caapbell AO 

Mr, D. D. Crosksry C/SEC 

Or, A. Sinkor PftCD 

Mr. F. E. Donmoro FROD 

Kaj. W. R. Carson P/P 

MaJ. W. T. Connor 980 

Mr. Lo 0. CaUimhoa TWO 



2, Zt was agreed that ths attached proposed (aids linos fbr ms ty 
origl sstors in dstandning ths eLasaifiostion of naterlsls, on which review oos- 
Ua»d at this moating, would bs ra vised again and presented tor further rsvlsw 
at tba next nesting to bs hsld St 0430, Thursday, 1 B February, In Boon 19232* 

3* Ths Meeting adjourned at 1530, 

4* Declassified xtaon inolenure is renewed* 



EO. I. CAhFBEZ 
Colonel, AGC 
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M1MWM 

Section 

GENERAL X 

TOP SECRET CODEWORD XX 

TOP SECRET HI 

SECRET CODEWORD X? 

SECRET V 

CONFIDENTIAL VX 

UNCLASSIFIED VII 



PECTICH X - CBEERAL 



/ 

t 



SECRET 




**1„ A crypt analytic process which it indicative of specific success 
on a particular foreign system. 



2. Traffic Intelligence involving call-signs or message headings 
encrypted in codes or ciphers of high security grading,, Exceptions would be 

listed separately. 




SECTION III - TOP SECRET 

lo The detailed mission of a COHINT agency or a major component thereof. 
2. The existence of peace-time collaboration in CCMINT matters between 



U.S. agencies and &bmr foreign g o ver n ments , except the UK. 

3o Intelligence derived from the cryptanalysis of high-grade foreign 

cryptosystems during World war II, provided the reference cannot lead to 



* This section to be referred to Security Committee of USCIB. 

** This paragraph is unnecessary if the paper is to serve as the over-all guide. 
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sftcnnM rn; - TOP SECRET (COffflfflED) 

inferences as to the specific system* involved, (See e xce ptions, paragraph 5, 
Top Secret Codeword, and paragraph 15 , UnelasalfLedo ) 

4* Codewords applicable to Special Intelligence and Special Weather 
Intelligence o, 

5o Die closures of both the identity and details of the cryptanalysis 
of low-grade enemy military oiyptoeysteas daring and after World War II* 

4. Material involving sensitive collection procedures or the revelation 

of success against unusual or sensitive transmission procedures and devices. 



SEg ffOH IT - SECRET CODEWORD 

1. Traffic Intelligence derived from the analysis of foreign comu uni cations 



after 2 September 1945* 

2, Texts information* 



EO 3.3(h)(2) 

PL 86-36/50 USC 3605 



3 ? Intelligence derived from study of 



except as noted in 



paragraphs 4, Top Secret Codeword, and 6, Top Secret* 

SEgHOHV - SSCSET 



1* Intercept assignments* 

2o Intercept and D/F plans and over-all operational effectiveness of 
intercept and D/F organisation as a whole* 

3o General reference to the fact of crypt-analytic success against low* 
grade enemy military crypto-systems during World War II and the Korean con- 



flict , without any detailed description of the cryptanalytic methods used* 



S ECRET 




F&ILfS 
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I (continued) 



4. Details of traffic analysis as applied to essay communications daring 
World War II, 

5. Description of shipment peculiar to intercept stations, 

6 0 Detailed listing and location of 03 Service operated intercept stations 
7° Existence of peacetime collaboration between the OS and OK (GCHQ) in 



the OOHINT fields 



S. All personnel reports for the entire Agency, civilian or military. 



which indicate authorised or actual strength by organisational elenant , short 



title or symbol, or by function. 

9* Codeword applicable to Traffic Intelligence, 

10. Information relating to an satire system of cryptologic (bA>) eqeipetant 
11* Cryptana lytic short titles. 



SECTION VI - CONFIDENTIAL 



lo Association of operational CO MI NT functions with ape elite activities 
end organizations by name (except as provided under Unclassified below). 

2. Individual intercept and D/F station products an! statements of 



operational effectiveness* 



3. Intercepted raw traffic that shows no evidence of "processing" for 
COMINT purposes. Processing does not include case notations, frequencies , or 



4 

-S ECRET 



call signs. 



1 1 i 
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SECTION VI - COWFIDFartlAL (COBTIMBD ) 

4. Intelligence relating to D/F mission assignments , bearing reports 
and fix reports (i.e., target frequencies , call-signs, "piped signals," 
other signal Information, bearings and fixes), provided that no coaplex 
c h a n gi n g call-sign systsos are included. 

5* Administrative resords of security investigations. 

6. The terns "United States Conraual cation Intelligence Board" and 
"U.S 0 Communication Security Board" (abbreviations "US OB" and "USCSB" arc 
unclassified). 

7. Plain-text tactical or operational traffic provided that no 
interpretations of coaplex changing cell— sign systems , enciphered nap 
references, or results of advanced traffic analysis are includ ed . This 



material shall include local procedural and local grid and sons systems 
used for artillery direction, tactical control and movement of front 
line units , early warning and exercise of tactical combat control of 



aircraft. 

g. Intelligence derived from analysis of radar tracking reports end 
visual observation reporta as found in tactical or operational traffic , 
provided that enciphered aircraft type deslgiafcions or interpretations of 
ox changing call-sign qrstens are not included. Inclusion of looal 
or sons references, local procedural codes used for brevity and plain 
interspersed with cover words is permissible* 

9. Special Intelligence Aram Naval tactical maneuvering codes and 



brevity oodeso 



EO 3.3£h)(2) 

PL 86®/50 USC 3605 
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(CONTI RED) 



10. CCffiST concerning weather derived tv a the sources described la 
paragraphs 7 and 8 <bow, 

Ho Special cryptologic features of and magnitude of effort with 



oontputere. 



12. Detailed references to, and description of, cryptanalytic suooess 
agaiat specific military cryptosystems used by foreign powers between 

11 Kovtwbor 1918 cnd i September 1939 . 

13. Intelligen o» derived from the cryptanalysis of the 



between 11 Rovwaber 1918 and 1 September 



1939. 



14o The fact that ISA produces cryptographic keying materials including 
rotors, key lists, one-time tapes, one- tins pads, codes, discs and other 



broad categories of keying mat eslals, and emplojranS'j^ 

equipment to produce this material. 

K 

15 c The extent of collaboration in CAS/UK/US COKSEC matt era „ 

16. The extent of production of cryptcoaterial 



17. The fact that USA is assigned 




18. Diagrams and descriptions of COMINT and COKSEC communication net- 
works or related communication plans Including cryptographic arrangements 
except where higher classification is justified toy the listing of sensitise 
intercept stations. 



- SECRET 
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SECTION VI 



pm* 



19. Consolidated listings and records of cryptomater tala and crypto 
holdings by abort tit la. 

20. The broad outlines of Operational Traffic Analysis processes. 

3 \ 



1 //T l.« Non-specific or hypothetical references to Communication Intelll- 

^ ^ t\ 

gene* or Communication Security without any association of that function with 
specific activities ®nd organizations other than the National Security Agency 
as a whole and service cryptologic agencies wa Whole , land association of SBA 
with the latter o 

2. Elementary principles of traffic analysis , military cryptanalysis 

# 

and cryptography, in production of instructional material and language 
training material used at NSA School. 

*3<> Identification with NSA of NSA authors of technical papers on mat ters 
already In the public domain. 

4. The terms NSA Field Activity Far Bast (N5AFE) , NSA Field Activity 
Europe (NSAEUR), NSAAL and NS AUK. 

5o Civil Service Job Titles and MSA n Classification Standards Manual". 



fnha of ai 



ividoal 



•s inter 



id under 



Ldential. 



7. Specific components of equipment under research, if use of component 
is not revealed. (R/D) 
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SECTION VII - UHCUSSIFIEO ( CONTINUED) 

8, Report of inspection trip to uncleared company that is a prospective 
contractor, if no mention is made of actual application* of components. 



Short titles (R /D) 

K 



Qov) j 2A- 



11, Communications giving a person's security clearance as n crypto- 
logic" , " cryptographic 

12* Projects number and titles used in Justification for purchase of 
materials vhen no technical usage is specified,, 

13. The terms NSA-FWPU (LA NT) and ^SA-FWPU (PAC). 

14. Detailed reference to, and description of, cryptanalytic success 
against tfJrld Var I military cryptosystems • 

15. References to Intelligence derived from cryptosystem* in which 
successful cryptanalysis has already been revealed by official U.S. action 
(e.go, the Congressional investigation of the Pearl Harbor attack). 

16. Any reference to intelligence or cryptanalytic success against 
operational cryptosystems as disclosed by foreign publications appearing in 
the public doKsln. These references must be accompanied by the source and 
be without further elaboration or amplications. 



spare 



18. Acpotfrting reports'and ccfrespondeneer referring to 



me or a 



few isolated iteia^ byanort title. 
* Requires elaboration,, 



3rd Revisions 1£ Pah. 54 



SECTION VII - UNCLASSIFIED ( CONTI BRED) 
e assigned to varlcws sourcea_of traffic, wbea^oagd-oub 



19« Cover 
of context. 

20« NS A* a possession of or interest in eenpubers or rapid analytical 

21. The fact that the US collaborates with UK^nwd -flaneda' on CdiSEC 
nattered / 1 



SECRET 




